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NOTICE FOR RESEARCHERS ABOUT USING THE SAFE CENTRE
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This Notice has been compiled to introduce researchers to the rules for using the Safe Centre set up in the building of the Magyar Nemzeti Bank (hereinafter: MNB).

[bookmark: _Toc22645397]Eligible users of the MNB Safe Centre
The Safe Centre may only be used for scientific purposes by Researchers with Hungarian or foreign research institution backgrounds.

[bookmark: _Toc22645398]Location of the Safe Centre
The Safe Centre is located in the Capital Square Office Building at 1133 Budapest, Váci út 76. (entrance from Dráva u. 1.).

[bookmark: _Toc22645399]Terms of access to Safe Centre data
[bookmark: _Hlk495310291]In the Safe Centre, access to data categories compiled from the data processed by the MNB, comprising individual data that is nevertheless not suitable for the direct identification of the data subjects concerned, is provided only for research purposes, subject to compliance with data protection requirements, under strictly controlled circumstances, in an isolated environment (in a logged, encrypted data storage environment that is technically separated from the MNB’s internal network, the data stored on that network, and its external network connections), under video surveillance.

[bookmark: _Toc22645400]Applying for access to Safe Centre data
A Researcher may apply for data use in the Safe Centre by completing the Safe Centre Application Form (hereinafter: Application Form), and submitting it by post to the MNB, addressed to the MNB’s registered office, with the required annexes enclosed.
The Application Form and the Declaration of Commitments can be downloaded from the MNB’s website. While the completed Application Form must be signed by both the Researcher and the legal representative for the Institution associated with the Researcher, only the Researcher is required to sign a Declaration of Commitments.
In the event of any change in the Researcher’s details during the research, the Researcher must notify the changes to the MNB in writing within 10 business days. 
In the course of researcher accreditation, the MNB applies the criteria disclosed on its website to carry out an assessment of the Researcher applying for access and of the background of the research institution of the Researcher requesting access, as well as of the scientific purpose of the research. 
The MNB will consult the Researcher in the event of any concern or question arising in connection with the information reported on the Application Form. Where there are any doubts about the reliability of the information reported on the Application Form, or the information fails to provide evidence that the scientific purpose exists and the conditions for data access are satisfied, and where in subsequent consultations either the doubts cannot be resolved or no evidence is provided that the conditions are satisfied, the MNB may reject the application.
The MNB notifies the Researcher in writing, with reasons explained, about its approval or rejection of the application for data access.

[bookmark: _Toc14096132][bookmark: _Toc14096133][bookmark: _Toc14096134][bookmark: _Toc14096135][bookmark: _Toc14096136][bookmark: _Toc14096137][bookmark: _Toc22645401]Starting research
[bookmark: _Toc22645402]Guidance, identifier and password
a) Before starting their research, Researchers who have not used the Safe Centre previously are briefed by the MNB about accessing the Safe Centre, using the Safe Centre system, and the most important things to know about producing and documenting research findings, both orally and in writing in the form of researcher and other guidance material. 
b) In the case of a new project, the required identifier and password is supplied personally by the MNB’s Customer Relation Manager at the MNB’s registered office when all of the parties concerned have signed the Safe Centre Data Access Agreement. For that reason, before research can be started, every participant in the research will be required to pay a personal visit once to the MNB’s registered office at 1054 Budapest, Szabadság tér 8-9. The MNB will notify the Researcher about the date and time of collection by email.
c) On the first login the Researcher is required to change the password received from the MNB.

[bookmark: _Toc22645403]Using access cards
a) To use the Safe Centre, Researchers must be identified on each entry to the MNB’s building.
b) Entry to the Safe Centre can be made using a valid access card by Researchers taking part in research projects approved for the Safe Centre. Each access card has its Safe Centre validity period aligned with the corresponding research project(s). Whenever entering and leaving the Safe Centre, the Researcher must make proper use of the card.
c) Each access card has a unique identifier and is assigned to its user. For Safe Centre access, a card can only be used by the person to whom it was issued.
d) In the event that a valid Safe Centre access card is lost or damaged, the Researcher must immediately report the incident to the MNB’s Customer Relation Manager, who will arrange for the cancellation of the card’s Safe Centre permissions, and check the most recent exit and entry dates logged for the card, and whether any unauthorized entry has been made. Following cancellation, the Researcher will be issued with a new access card, and may be charged for its cost. The MNB will also set the required Safe Centre permissions for the new access card.
e) When making a group entry, each person entering must verify that the card reader gives a red signal before the card is touched, and that the signal changes to green once the card has been touched to the sensor.

[bookmark: _Toc22645404]Booking sessions and entering the Safe Centre
1. Before using the Safe Centre, a session needs to be booked in the booking system. Sessions to the Safe Centre can be booked by 12.00 on the business day preceding the intended session at the latest. 
2. A booked session must be cancelled whenever a Researcher cannot utilize the booking. Bookings can be cancelled by 12.00 on the business day preceding the booked day. Released time slots can be booked by other Researchers.
3. As part of the same project, several Researchers may also use a single client. In such cases, the person booking the session must indicate any collaborating Researchers.
4. There is also a special procedure in place in which sessions can be booked in the Safe Centre building (subject to availability) by Researchers who have urgent work to complete but failed to book a session in advance. Entry is authorized when the special booking has been made.
5. Without a booked session, entry to the Safe Centre is forbidden. 
6. Entry to the Safe Centre is authorized only for Researchers who participate in an approved research project and have already booked a session for the day concerned in the booking system. 

[bookmark: _Toc22645405]Opening hours of the Safe Centre
The Safe Centre can be used on business days (Monday to Friday) from 9.00 to 15.00. 
Programs started during the opening hours may be run in the background outside the opening hours. Requests for running programs in the background must be made by email at mnbkutatoszoba@mnb.hu.

[bookmark: _Toc22645406]Arrangements before entry to the Safe Centre
[bookmark: _Hlk495051736]Before entering the Safe Centre, for the duration of their sessions Researchers must make use of the lockable storage provided by the MNB to deposit any telephones, mobile communication devices, image, audio and video recording devices, as well as any books, handwritten notes and stationery in their possession.

[bookmark: _Hlk495051743]Laptops and similar devices of a larger size that are suitable for mobile communication and recording must not be brought inside the MNB building.
The MNB Guard Service will remind Researchers of the need to comply with these rules.
[bookmark: _Toc22645407]Do’s and don’ts in the Safe Centre
In the Safe Centre, Researchers are free to use the Safe Centre client PCs to analyse the data made available to them, and may also use the whiteboards placed in the Safe Centre for taking notes. Researchers seeking to take away notes must produce them in Word documents. Requests for the retrieval of text documents must be made by email at mnbkutatoszoba@mnb.hu after leaving the Safe Centre. 
Researchers must not:
a) produce physical printouts of documents;
b) copy the Data Set onto any external storage medium;
c) [bookmark: _Hlk490730422][bookmark: _Hlk5199450]copy the data used for the research to any area outside each Researcher’s own profile on the local hard drive of the client PC;
d) connect any device to client PCs;
e) take telephones or any other devices that are suitable for mobile communication and recording into the Safe Centre;
f) use internet or email;
g) [bookmark: _Hlk495056814][bookmark: _Hlk532644498]take any non-electronic (handwritten) notes away from the Safe Centre;
h) modify system settings;
i) [bookmark: _Hlk2772942]intentionally cover or damage the cameras;
j) enter the Safe Centre unless taking part in an approved research project.

[bookmark: _Toc22645408]Using the IT infrastructure of the Safe Centre
· Any notes made on the whiteboards placed in the Safe Centre must be erased before leaving the Safe Centre, and the desk must be restored in its original condition.
· The requirements for the preparation of research findings must be complied with at all times (see the Research Findings Documentation Template).
· When leaving the Safe Centre for a foreseeably short time during a booked session (e.g. for restroom or telephone use), the Researcher must place the “Foglalt” (“In Use”) sign at their client PC.
· When leaving the Safe Centre, the client PC must be restored in its original condition. 
· Files and notes must not be saved to the desktop, only to the Researcher’s personal folder or other destination folder.
· Researchers must log out of the client PCs before leaving.

[bookmark: _Toc22645409]Violations of the rules for using the Safe Centre
In the event of a Researcher violating the rules for using the Safe Centre the MNB may impose the following sanctions depending on the nature of the misconduct:
a) Where the misconduct is administrative in nature and has not severely compromised the protection of Safe Centre data, e.g. the Researcher has failed to notify the MNB about a publication produced using the research findings, or failed to acknowledge the source properly, the MNB’s Customer Relation Manager will remind the Researcher in writing. After a set number of consecutive reminders, which need not concern the same research, the MNB may suspend the Researcher’s access, and prohibit the Researcher from using the Safe Centre for a specific period of time.
b) Where the misconduct has given rise to a security incident without the latter severely compromising the protection of Safe Centre data, the MNB will record the misconduct and suspend the Researcher’s data access. After a set number of suspensions, the MNB may prohibit the Researcher from using the Safe Centre for a specific period of time. For the purposes of this subsection, security incidents include in particular cases where a communication or recording device or any written document (book, note, etc.) is taken into the Safe Centre.
c) Where the misconduct has given rise to a security incident that has severely compromised the protection of Safe Centre data, the MNB will record the misconduct and permanently prohibit the Researcher from using the Safe Centre.

[bookmark: _Toc22645410]Asking questions about the Data Set
Researchers may make professional and methodological requests and inquiries either by sending an email to mnbkutatoszoba@mnb.hu, or by calling the contacts using the telephone placed in the Safe Centre.
[bookmark: _Toc22645411]Taking external files into the Safe Centre
External program code may be taken into the Safe Centre, but external data files (databases) may not. Program code to be taken into the Safe Centre must be sent by email to mnbkutatoszoba@mnb.hu at least 2 business days before the Researcher seeks to use it in the Safe Centre.

[bookmark: _Toc22645412]Accessing the research findings produced
In accordance with Section 41(2) of Act CLV of 2016 on Official Statistics (hereinafter: Official Statistics Act ), in order to ensure that the risk of the research findings leading to the divulgence of individual statistical units is minimized in line with the best available approaches to statistical methodology, the research findings produced in the Safe Centre will be tested exhaustively for protection against divulgence before being delivered to the Researcher. Only research findings that have been tested successfully for data protection will be made available by the MNB to the Researcher. The MNB will not deliver any files containing research findings without testing them for data protection. The MNB will carry out ex-post data protection tests on the research findings within 7 business days. Where the time required for testing is anticipated to exceed 7 business days, the MNB’s Customer Relation Manager will notify the Researcher about this fact based on information collected from its experts. Even in cases where the time limit of 7 business days is exceeded, the MNB will seek to ensure that the data protection test is completed within a foreseeable time. To support the tasks involved in ex-post data protection tests on research findings, all research findings made in the Safe Centre must be documented as provided in the Research Findings Documentation Template. Research findings are only tested for data protection, and any liability for quality errors remains with Researchers.

[bookmark: _Toc22645413]The Researcher’s obligations concerning the use of research findings
In all publications, works and studies based on the findings made as part of research carried out using the Data Sets made available for research purposes in the MNB Safe Centre (hereinafter: works), Researchers must indicate the MNB as the source of data, to be accompanied by a statement that the MNB has no liability whatsoever for the findings and the conclusions drawn from them. Additionally, Researchers must submit a copy of each work to the MNB without undue delay prior to its public disclosure. In the event that a work is modified following its publication and the modified work is subsequently published, the Researcher must also submit the modified version to the MNB. As part of the MNB’s next accreditation procedure, Researchers failing to comply with this obligation may be denied data access until the deficiency is corrected.

[bookmark: _Toc14096151][bookmark: _Toc14096152][bookmark: _Toc14096153][bookmark: _Toc14096154][bookmark: _Toc14096155][bookmark: _Toc22645414]Data Processing Notice for Safe Centre users
The Magyar Nemzeti Bank (hereinafter: MNB) processes the personal data recorded in connection with the use of its Safe Centre, in accordance with the provisions set out in Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (hereinafter: GDPR) and in Act CXII of 2011 on the right to informational self- determination and on freedom of information, as follows.
Data Controller: 
Magyar Nemzeti Bank
Registered Office: 1054 Budapest, Szabadság tér 8-9.
Data Protection Officer of MNB: Dr Tivadar János Marton (phone: 06 1 428 2600, email: martont@mnb.hu).
Legal basis of data processing:
Data are processed by the MNB under Article 6(1) of the GDPR on grounds of the Data Controller’s legitimate interest.
Data subjects (natural persons whose personal data are processed by the Data Controller):
Researchers making use of the Safe Centre service, and institutional representatives signing applications for access
Data processed:
Personal data stated in Application Forms and Declarations of Commitments. For Researchers: name; type and number of personal identification document; date of birth; position; telephone number; email address. For institutional representatives: name; position; mailing and email addresses; telephone number.
For access cards: Researcher’s name; dates and times of entries and departures.
For the video surveillance system: video recordings about Researchers.
Term of data processing:
Personal data stated in Application Forms and Declarations of Commitments are erased within 30 days following the rejection of the corresponding application, and in 5 years following the completion of research following a successful application and contracting.
Access card data are erased when not used (in court or other administrative proceedings), upon withdrawal of regular access, but not later than 6 months following the generation of the access data, pursuant to Act CXXXIII of 2005 on Security Services and the Activities of Private Investigators.
Video recordings are erased when not used (in court or other administrative proceedings), upon expiry of the research term set out in the Researcher’s Safe Centre Access Agreement, but not later than in 365 days.
Access to data:
Personal data stated in Application Forms and Declarations of Commitments may be accessed by designated employees of the Directorate Statistics, Data Provider Relations, Data Quality Assurance and Coordination Department.
Access card data may be accessed by designated employees of Directorate Security, Department of Security and Safety, and of the Directorate IT Services, IT Infrastructure Department.
Recordings made during the opening hours of the Safe Centre may be viewed by designated employees of the MNB.
[bookmark: _Hlk13665300]A report must be drawn up about each viewing of recorded material, the name of the viewer, the reason for which the data were ascertained, and the date and time of ascertainment. 
By signing a Declaration of Commitments, the person entering the Safe Centre acknowledges the fact of video surveillance. Signage has been placed in the Safe Centre to remind users that video surveillance is in place.
Data security measures:
The MNB stores the electronically recorded personal data on its own servers without using the services of any other company for such storage. The MNB takes appropriate measures to ensure the protection of personal data against unauthorized access or change, among others. 
Rights related to data processing:
Right of information and right of access:
Using the contact details under “Data Controller”, data subjects may submit written requests to the MNB for information about
•	which of their personal data are being processed by the MNB,
•	on what legal basis,
•	for what purpose,
•	from what sources,
•	for how long,
•	whether their personal data are still being processed,
•	for whom, when, for what reason and to which personal data the MNB has granted access, or to whom the MNB has transferred their personal data.
Furthermore data subjects may request copies of their personal data stored at the MNB.
The MNB will fulfil the data subject’s request within 30 days in a reply letter addressed to the contact details provided in the request. Where a request is sent to MNB electronically, the MNB will also reply using electronic means if possible. Preference for other means of receiving a reply should be indicated in the request. 
Right of rectification:
Using the contact details under “Data Controller”, data subjects may submit written requests for the MNB to modify or rectify their personal data (for example their names and email addresses in the event of any changes). Where a request is sent to MNB electronically, the MNB will also reply using electronic means if possible. Preference for other means of receiving a reply should be indicated in the request.
The MNB will fulfil the request in a maximum of 30 days without undue delay, and send a notification in a reply letter addressed to the contact details provided in the request.
Right of erasure (“right to be forgotten”):
Using the contact details under “Data Controller”, data subjects may submit written requests for the MNB to erase their personal data. 
The MNB will reject the request for erasure where it is required by law to continue storing the personal data concerned. Where no such requirements apply to the personal data the erasure of which has been requested, the MNB will fulfil the request in a maximum of 30 days without undue delay, notifying the applicant in a reply letter sent to the contact details provided by the applicant in the request. Where a request is sent to MNB electronically, the MNB will also reply using electronic means if possible. Preference for other means of receiving a reply should be indicated in the request.
 Right to restriction of processing:
Using the contact details under “Data Controller”, data subjects may submit written requests for the MNB to restrict data processing. In the case of restriction, the MNB is only allowed to store the personal data, any other data processing activity may only take place with the consent of the party requesting the restriction, because of the submission of a legal claim, or in the public interest.
A request to restrict the processing of data may be submitted if: 
•	the data subject believes that their data are not accurate, or 
•	the data subject believes that the MNB has processed their data illegitimately, but the data subject does not want to have the data erased,
•	the data subject needs data processing because of the enforcement or protection of their legal claim, but the MNB no longer needs these data.
MNB will fulfil the request in a maximum of 30 days without undue delay, and send a notification in a reply letter addressed to the contact details provided in the request. Where a request is sent to MNB electronically, the MNB will also reply using electronic means if possible. Preference for other means of receiving a reply should be indicated in the request.
Right to withdraw consent:
The data subject may notify the MNB in writing, during the period of processing, that they wish to withdraw their consent to the processing of their personal data, using the contact point listed as “Data Controller”. If consent is withdrawn, the MNB’s processing of the data subject’s personal data prior to withdrawal is deemed to be legal. 

The MNB will erase the personal data after the receipt of the withdrawal without undue delay and notify the person making the statement in a letter sent to the contact details provided by that person. Where a request is sent to MNB electronically, the MNB will also reply using electronic means if possible. Preference for other means of receiving a reply should be indicated in the request.
Legal remedy:
If in the opinion of the data subject data processing did not comply with the legal requirements, the data subject may initiate the procedure of the data protection officer of the MNB or refer the matter to a court. 
In addition, an investigation may be initiated by anyone by filing a report to the National Authority for Data Protection and Freedom of Information on the grounds that there was an infringement in practising the rights related to personal data control or there is imminent danger thereof.
Contact details of the National Authority for Data Protection and Freedom of Information:
National Authority for Data Protection and Freedom of Information
Registered Office: 1055 Budapest, Falk Miksa utca 9-11.
Postal address: 1363 Budapest, Pf.: 9.
Telephone: 06-1-391-1400
Telefax: 06-1-391-1410
[bookmark: _GoBack]Email: ugyfelszolgalat@naih.hu

Option to modify this Notice:
The Data Controller reserves the right to modify this Notice unilaterally without prior notification. At the data subject’s request, the Data Controller will send the up-to-date version of this Notice by email.
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